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With the increase in popularity and availability of different social media 

platforms, more and more people are finding it easier and easier to communicate with 

each other all over the world. That is just one of the highlights of social media. Now 

let us look at the downside of social media. While many people use it for simple 

communication with friends and family and keeping up with the latest trends and news, 

others on the other hand are using it for all the wrong reasons including bullying and 

circulating false information. All of this has led to the development and improvements 

of things such as the detection of abusive language, hate speech, cyberbullying, and 

trolling amongst others. Social Media Sites are being tasked to continuously improve 

their cybersecurity measures to protect their users from cyberbullying.  

With the world ever evolving and humans becoming more and more 

sophisticated and intelligent, this has led to cyberbullies adapting to these restrictions 

put in place by social media sites and now masking bad words, profanity and hate 

speech, and this has made it hard for some models to detect some bad words and 

profanity. 

With the help of machine learning we have come up with ways to detect masked 

bad words in social media content and in this report, we will look at some models that 

are being used and how we can further improve them in the future. 

Some examples of masked bad words that are hard to detect automatically 

include the following: b1tch, 5hit, A55, D!ck, fvck, cr@p, D1ps#!t, pr1ck, idi0t, idl0t, 

Pus*y. All these words are out of vocabulary, but a human recognizes easily.  

With more room for improvement, we have seen a few models/techniques being 

developed over time. In 2012 Sara Owsley Sood and other co-authors [1], developed a 

technique that used Crowdsourcing as its main model. This model used useful features 

like Bigrams, but this model had a very low recall performance, and the system could 

not be optimized for a high recall performance. 

In 2019 we saw the development of a model that used Sentence embeddings from 

Vijayasaradhi Indurthi and other co-authors [2], and this model used word embeddings 

and sentence embedding as main features. One drawback to this model is that the class 

distribution was highly imbalanced due to which there was a likelihood of a bias being 

introduced by the training algorithms. 
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Another model that was proposed in 2019 was Perspective & Bert by John 

Pavlopoulos and other co-authors [3], and This model made use of character n-grams, 

word-length distribution, extra-linguistic features and geographic features. Although 

good it had a few drawback and one was that the geographic and word length 

distribution have little to no positive effect on performance and rarely improve over 

character-level features. 

A Deep machine learning model was proposed by D. Thenmozhi and other co-

authors [4]. This model made use of Word embeddings, Multinominal Naïve Bayes, 

SVM, Stochastic Gradient Descent, Bag of words, Bi-gram features, Skip-grams, 

clustering-based word representations. The drawback observed from the results of this 

model was that the deep learning model could not learn the features appropriately due 

to less domain knowledge imparted by the smaller dataset used. 

In 2020 a Traditional Machine Learning Model was proposed by Varsha Pathak 

and co-authors [5]. This model saw the use  of features like Word n-gram, character n-

gram, combined word, custom word embedding. Drawback to this model that we 

observed was that it cannot learn offensive terms from the text contents or from speech 

irrespective of the language. 

Our approach to detecting the masked bad words is as follows. The first task at 

hand will be to source out a vocabulary of known bad words in English that we can use 

for comparisons later. For this we found the dataset “Bad Bad Words” on Kaggle, and 

the purpose of this dataset is to support the Toxic Comment Classification Competition. 

It has a wide range of words, i.e., close to 2000 words.  

Now in order to analyze the data we will use embedding algorithms like 

Word2Vec because it is a statistical method for efficiently learning a standalone word 

embedding from a text corpus as there is no need to analyze a full comment but rather 

just a single isolated word. After this we will have to do some comparisons and for 

this, we will use the Levenshtein distance. The Levenshtein distance is one of the 

methods to calculate the similarity between two strings. It is calculated by the operation 

how many times the character is inserted, deleted or replaced when converting one 

string to the other. 

We also need to have a confusion matrix which is a very crucial part of the whole 

technique because The purpose of this confusion matrix is to detect hidden words that 

social media users have masked using various symbols e.g., b1tch. The matrix will give 

us a probability between 0 and 1 and we need to incorporate that probability into the 

Levenshtein distance. Figure 1 shows an example of this matrix. 
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Figure 1 – The most confused symbols [6] 
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